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Abstract—Name resolution using the Domain Name System  While the concept of name resolution is relatively simple,
(DNS) is integral to today’s Internet. The resolution of a domain the overall system is complex and its effects far-reaching.
name is often dependent on hamespace outside the control of theName resolution for a domain is often dependent on servers

domain’s owner. In this article we review the DNS protocol and Il outside th trol of the d - d d
several DNS server implementations. Based on our examination, well outside the control of the domain's owner and manage

we propose a formal model for analyzing the name dependencies bY third parties. A network of inter-organizational retatships
inherent in DNS, and experimentally validate the model with overlays the DNS infrastructure, and configurations thehir
actual domain names. Using our name dependency model we de-a dependency on peer organizations are in turn affected by
rive metrics to quantify the extent to which domain names affect the security and accuracy of namespaces linked through this

other domain names. It is found that under certain conditions, ¢ KA derstandi fad ., text in th fi
more than half of the queries for a domain name are influenced network. An understanding or a domain's context in the entr

by namespace not express|y Configured by administrators. This System W|” a.”OW arChIteCtS and admlnlstratOI’S to betE’.‘Ilgn
result serves to quantify the degree of vulnerability of DNS due to and configure their DNS services to maximize the reliability
dependencies that administrators are unaware of. When we apply of DNS name resolution.

metrics from our model to production DNS data, we show that the In this work we present a quantitative analysis of name

set of domains whose resolution affects a given domain name is . . .
much smaller than previously thought. However, behaviors such dependencies in DNS. We review pertinent aspects of the DNS

as using cached addresses for querying authoritative serversd ~ Protocol a”d_deriVe a model to P"Obabi“Stica”Y deterntine
chaining domain name aliases increase the number and diversity namespace influencing resolution of a domain name. Based

of influential domains, thereby making the DNS infrastructure  on our model, we define several metrics to assess the quality
more vulnerable. of name resolution for a domain name, based on the other
names that affect its resolution. The behaviors of nameeserv
implementations, some of which are configurable, can affect
l. INTRODUCTION these metrics. We analyze a large sample of recent DNS data
The Domain Name System (DNS) is one of the systenjﬁnght of the presgntgd model. The re_sults show the imphct o
most critical to the Internet. Nearly all Internet applioas Name dependencies in terms of the size of the namespace that
rely on the DNS for proper function. Although Internet host§fluences a domain name, and in the percentage of queries
communicate using the Internet Protocol (IP) and are iledti that will reach namespace not explicitly configured by DNS
by IP addresses, the DNS abstracts IP addressing from ugé@inistrators. _ o o
and clients, so they can identify Internet hosts with domain Ve list the following as primary contributions of this atéc
names representative of human-friendly words, titles, ands A detailed study of DNS protocol specification and
abbreviations. In addition to IP address lookup, the DNS is Name server implementation, with respect to DNS name
also necessary for email delivery, service discovery, awst h dependencies
identification. « A formal model for analysis of DNS name dependencies,

Since DNS details are often left to the client resolver and Pased on specification and implementations
abstracted at the application level, its integrity and secu * Metrics for quantifying the influence domain names have
are critical. While temporary failures due to misconfigurati on other domain names _ _
may cause inconvenience, targeted attack by maliciougepart Our analysis shows that 92% of influential namespace of do-
could be much less discernible, and the repercussions mBtain names is explicitly configured by domain administrstor
severe. Tainted DNS responses may transparently redirff@Wwever, certain caching behaviors reduce that figure, and
user applications to servers within adversarial contrdiese increase the probability that resolution of a domain name is

sensitive information can be stolen. influenced by names or organizations not explicitly congéglur
by administrators. A diverse set of dependencies has the
This research was supported in part by the National Sciemtmdation potential to affect the reliability of name resolution for a
under the grant CNS-0716741. . L domain name. Based on our findings, we discuss best practices
C. Deccio is with Sandia National Laboratories. Sandia is &ipragram . .. . . .
laboratory operated by Sandia Corporation, a LockheediM@smpany, for 10f design and administration of DNS services to contain

the United States Department of Energy’s National Nucleausty Admin- influence of domain names.

istration under contract DE-AC04-94AL85000 (email: ctd@san_dia.gov). _ We begin our analysis with a review of the DNS protocol
J. Sedayao and K. Kant are with Intel Corporation (email; . . . . . .
jeff. sedayao@intel.com; krishna.kant@intel.com). in Section 1. We describe previous work in this area in

P. Mohapatra is with UC Davis (email: pmohapatra@ucdavi3.edu Section Ill. In Section IV we introduce the concept of DNS



[ $ORIGIN soccer.com. (SoccerMania, Inc.) |

Name Type Value
1 | soccer.com. NS ball.soccer.com.
2 | soccer.com. NS racket.tennis.com,
3 | soccer.com. NS nsl.sports.net.
4 | ball.soccer.com. A 192.0.2.1
5 | www.soccer.com. CNAME  www.tennis.com.
[ $ORIGIN tennis.com. (Tennis Pro, Inc.) ]
Name Type Value
Fig. 1. The zone hierarchy for the the zone data shown in Table 1| tennis.com. NS nsl.tennis.com.
2 | tennis.com. NS ball.soccer.com.
3 | tennis.com. NS nsl.sports.net.
4 | nsl.tennis.com. A 192.0.2.2
name dependencies, present a graph model for their analysis 5 | www.tennis.com. A 192.0.2.3
and derive methodology for quantifying influence. We déseri 6 | rackettennis.com. A 192024
methodologies employed for data coIIectiqn apd an gnalysis l $ORIGIN athletics.com. (Sports Central, Inc.) |
of the observed quality of name resolution in Section V. Name Type Value
We explore considerations that increase outside influence i 1 | athletics.com. NS ns1.athletics.com.
2 | nsl.athletics.com. A 192.0.2.8

Section VI, and we conclude our analysis in Section VII.

[ $ORIGIN com. (VeriSign, Inc.)
Il. DNS BACKGROUND Name Type Value

The Domain Name System (DNS) [1]-[3] provides a name- ‘;Zlm-com A 23;-%0;5
based lookup service for the Internet. It was designed as a athletics.com. NS s athletics.com.
robust and scalable database distributed among servesadspr soccer.com. NS ball.soccer.com.
across the globe. The DNS namespace is organized hierar- soccer.com. NS racket.tennis.com,

. . . . soccer.com. NS nsl.sports.net.
chically. Eac_hdomam nameis com_pnsed of dot-separated, tennis.com. NS ball.SocCer.com.
alpha-numericlabels which describe the ancestry of the NS
name itself, from left to right. For example, the ancestry of ES
A
A

&

tennis.com. nsl.tennis.com.

tennis.com. nsl.sports.net.
. ball.soccer.com. 192.0.2.1

WWW.SOCCET.COITs: WWWw.soccer.corsoccer.comcom and the ns1.tennis.com. 192.0.2.2

root domain (represented by a single dot with no labels: “.").

All domain names are descendants of the root.

DNS data is managed within the DN&neto which it

B e
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nsl.athletics.com. 192.0.2.8

[ $ORIGIN sports.net. (Sports Central, Inc.) |

. . . Name Type Value
pertains. A zone includes all the subdomain namespace below T | sports.net. NS nsT.sports.net.
its zone cubr origin, except that whose management has been 2 | sports.net. NS ns1.athletics.com.
explicitly delegatedto child zones. Fig. 1 illustrates a zone 3 | nslsportsnet. A 192.0.2.6
hierarchy in which thecom zone delegates manag_ement of l SORIGIN net, (VerSign, Tnc.)
thesoccer.corme_lmespace to th@occer.conzone. In this case, Name Type Value
www.soccer.conis part of thesoccer.conzone because there 1 | net. NS nsi.net.
is no further delegation to @ww.soccer.conzone. For each g ”51-?‘9‘- t ﬁs 19%-0-2-7t t

. : sports.net. nsl.sports.net.

zone a se_:t of name servers are configured and advertised as | , sports.net. NS ns1.athletics.com.
authoritativeto provide answers for non-delegated namespace 5 | nsl.sports.net. A 192.0.2.6
in that zone. Servers may be authoritative for multiple zone TABLE |
Logistics for delegation are covered subsequently in thisHe zoNE DATA FROM SEVERAL FICTITIOUS ZONESWHOSE HIERARCHY
section. IS SHOWN INFIG. 1. ANY COINCIDENCE WITH ACTUAL ZONES OF THE

SAME NAME IS UNINTENTIONAL.

A. Zone data

DNS zone data consists oésource record4RRs), each
identified by an owner name (e.guww.soccer.coin a class another domain name—#arget for further lookup (e.g.,
(e.g.I N', and a type (e.gA). Among the RR types defined, www.tennis.com The result of a DNS lookup for a domain
the following are pertinent to this articled (IP address) name and type is the set of all RRs matching that criteria,
CNAME (canonical name), anliS (name server). Each RRknow as anRRset

contains record data specific to its RR type. For example, thérype | contains zone data for some fictitious zones.
;ehcgr?eg;tg ;?;taarfé)rRRRRls sgtrllPO?c:dress I\(/(Iazlga-,nc}?\lzsloi-szn' One or more servers are designatedaathoritative for a
ypeN zone by including their domain names as the targets of RRs

e abstract RR class from the remainder of our analysis, asesearch COmMprising theNS RRset corresponding to the zone origin.
focuses on specific RR types in th& class. In order to properly delegate the namespace, this RRset must
“This work focuses on DNS name dependencies, which affect nafgt only exist in the child zone, but also in its parent—as so-

resolution to both IPv4 and IPv6 addressing using RRs ofsypand AAAA, . . .
respectively. For simplicity, however, our analysis refers only RRs of type called delegation recordsThis RRset forms the link between
A the parent and child, and proper function requires careful



W.Soccer Com: QUESZ'ON known by the resolver initially populate the authoritatberver
ANSWER list for the zone. The resolver initiates requests in patad

WWw.soccer.com. 3600 CNAME  www.tennis.com. acquire the addresses for any others. For MBytargets that
www.tennis.com. 3600 A 192.0.2.3 are subdomains of the delegated zone the referring senar mu

AUTHORITY provide the addresses in the additional section of its mesgo
peoatipanlly N E;éLi?fgﬁ;lcsogm to avoid a chicken-and-egg problem with resolving the serve
soccer.com. 3600 NS nsl.sports.net. names. These addresses are includedlas recordsin the

ADDITIONAL referring parent zone, so name resolution can be properly
ball.soccer.com. 3600 A 192.0.2.1 “bootstrapped” [1]. TheA glue record fornsl.tennis.conis
ﬁ;clkggg‘i[;”ﬁef"m 3288 ﬁ ig%;g:g:g on line 11 of thecomzone in Table I.

If a server issuing a referral to a delegated zone has pettine
non-glueA RRsets available locally, it may include them in
the additional section of its response as a resource for the
resolver. Such RRsets might be available if the referringese
coordination between administrators of both zones. In&4bl is also authoritative for the zones to which the names belong
the delegation and authoritatiéS RRsets forsoccer.comare or if it has in its cache thé RRset for one of the names in
found on lines lines 4—6 of theomzone and lines 1-3 of the question [1]. However, owner names of any such RRsets that
soccer.conzone, respectively. are not subdomains of the referring zone are consideutd
of-bailiwick (i.e., outside its jurisdiction). Resolver implemen-
tations should independently obtain an authoritative @nor
the out-of-bailiwick target names before querying sucheses.

DNS servers have two primary rolegsolverandauthori- We reference several name server implementations through-
tative server The resolver queries authoritative servers to finout the remainder of this work. The Berkeley Internet Name
the answers to domain name lookups. The answers, compriSstgemon (BIND, version 9.6) [4] implements both a resolver
of RRsets, may be stored in the resolver's cache for latend an authoritative servarnbound (version 1.0.2) [5] and
retrieval. Each RRset includes time-to-live value (TTLhigh dnscache (version 1.05) [6] implement resolvers, and the
designates the lifetime for which it may persist in a residve Name Server Daemon (NSD) [7] abd nydns [6] implement
cache. Authoritative servers respond with answers to nanmmsghoritative name servers.
corresponding to zones for which they are authoritativg.(e. 1) Trust ranking: An understanding of how resolvers and
ball.soccer.comfor the soccer.conmzone). If an authoritative authoritative servers rank the trustworthiness of DNS dsata
server receives a query for a domain name in namespace whielevant to our analysis of DNS name dependencies. RFC 2181
has been delegated, then it responds with a referral to 8¢ outlines a relative ranking of trustworthiness of data f
servers authoritative for the child zone. name servers (resolver and authoritative server) to censisl

DNS messages are comprised of several sections, epelit of operation. Among the total ranking are the following
built of RRsets. Thequestionsection contains a single RR(in decreasing order of trustworthiness):
describing the name and RR type being queried but does Data from a zone for which the server is authoritative,
not include the corresponding record data. Answers to the other than glue data
guestion are returned in tlaswersection. Information about « The authoritative data included in the answer section of
the servers authoritative for the zone of the name beingegler an authoritative reply
are contained in thauthority section. Theadditional section « The data in the authority section of an authoritative reply
contains supplemental information that may be helpful or « Glue from a zone for which the server is authoritative
necessary for the resolver. The anatomy of a response that Data from additional section of a response
might be issued by a server authoritative &ccer.comin This ranking affects behavior of both resolvers and author-
response to a query favyww.soccer.cons shown in Fig. 2. itative servers. A resolver must initially use the delegati

A resolver begins the name resolution process by issuirgcords provided in the referral from a server authorieafir
a query to one of the servers authoritative for the root zore parent. However, when it receives an answer from a server
This root server responds by populating the authority eactiauthoritative for the zone itself, the authoritative sereften
of the reply with theNS RRset for the delegated zone thaincludes the authoritatiieS RRset for the zone in its authority
is in the ancestry of the name in question. The resolver reection. Because these two sets may differ, the resolvér wil
issues the query with the same question, this time directinge theNS RRset returned in the authoritative response in
it to one of the servers corresponding to thiS RRset preference to the delegation records received in the edferr
provided in the authority section of the response. The vesol If a resolver receiving a referral has theRRset for arNS
iteratively continues this process until it receives a osse target in its cache, previously received in the answer ceacf
from an authoritative source containing either an answemor an authoritative response, then the resolver deems thedach
indication that the requested RRset does not exist. data more trustworthy than any data received in the addition

TheNS RRset in a referral specifies the authoritative servesgection of the referral. Thus, it will use the locally cached
for a delegated zone by name, but a resolver must haved&a in preference to the additional data, which includeg gl
addresses to actually query the servers. Any addresseslalraecords.

Fig. 2. Aresponse fovmww.soccer.corissued byns1. sports. net, which
is authoritative forsoccer.com

B. Name resolution



Both the BIND andunbound resolvers respect the notiondesired by an organization. Servers administered by aesingl
of trustworthiness described in RFC 2181, usingh8eRRset organization may result in a single point of failure for the
from an authoritative response in preference to that redeivzone. Topological diversity may be achieved by outsourcing
in the authority or additional section of a referral. HowgveDNS administration to an organization specializing in reatw
dnscache updates its cache with the most recently receivetiversity. A less expensive solution to gain diversity igtpa
RRset, regardless of the section in which it was received. nership with other organizations with similar interestshtzst

The combined service of cached and authoritative data byach other's zone data on their servers. Either configuratio
single name server is allowed by specification, although bés typically achieved by including the names of authonti
practices suggest that these functionalities not co-d@ist servers from the other organizations as targets in the gone’
BIND's implementation allows an authoritative server toNS RRset. This is exemplified in Table I, in which the
additionally maintain a cache, unlike NSD and nydns, racket.tennis.conserver is authoritative for theoccer.com
which only serve locally available zone data. With such zone. This sharing provides both load balancing and resiie
configuration, if an authoritative server providing a reféhas in the case of network failure or other disaster, but it @sat
in its own cache thé RRset for ar\S target, which it received a dependency on an external entity.
in the answer section of an authoritative response fromhamnot
server, it will _trust this datg more than a correspondin_gaglLb_ CNAME aliasing
record from its local configuration. Thus the authoritative ) _ ) o
server will use the data from cache to populate the additiona The CNAVE RR type is defined to provide aliasing of one
section of a referral to a resolver, rather than the gluertecodomain name to another. For exampleyw.soccer.conis an

which might be different. alias for www.tennis.conin Table I. If a resolver receives a
Section VI describes practical examples of these cachifggPonse indicating that the name in question is an alias to
behaviors in more detail. another name, it must subsequently resolve the target of the

2) Name server selectiorRFC 1035 [2] dictates that a re-alias, and so on until an address is returned. This funditgna
solver associate historical statistics, such as respimseaind IS mostly provided for ease of maintenance or for seamless
success rate, with each server address. A resolver wildav#iansition of namespace.
using an authoritative server twice until all other auttasive =~ CNAME RRs are prohibited from co-existing with other RRs
servers for the zone have been tried at least once. After tHftthe same name [8], [10], with the exception of R&SI G
it prefers the server with the best performance record, the8d NSEC RRs, introduced as security extensions [11]. It is
ﬁne-tuning the performance for |00kups for a zone [2] also recommended th&@NAME RRs not be used as targets of

Server selection behavior varies by resolver implementS RRs,MX (mail exchange) RRs, or oth@NAME RRs [10].
tion. The BIND andunbound resolvers both follow the However, these practices are not completely disallowed by
performance-based selection guideline, giving preferetoc €Xisting implementations. The misuse of aliases results in
authoritative servers with historically better responstise added complexity, overhead, and potential vulnerabildy t
dnscache resolver, however, selects an authoritative servégme resolution.
uniformly at random for each query.

Although individual resolvers following specification may I1l. PREVIOUS WORK
gravitate towards a particular authoritative server, wayse In this section we review related research. First we sum-

that requests for a zone arrive from resolvers in d'ver‘?ﬁarize previous studies analyzing DNS dependencies, mis-

network and geographic locations with varying proximity t%onfiguration and availability. We then describe some ef th
authoritative servers. Based on this assumption we use '

. S : L > US&Sutions which have been proposed to protect name resoluti
uniform distribution to describe queries issued to authativie from unwanted influence.
servers for a zone, such that any server has an equal chance
of being queried for names within the zone.
A. Analysis
C. NS target distribution Ramasubramanian, et al. [12] demonstrate the far-reaching
In a simplistic zone configuration, the names of authovi¢ati effects of DNS dependencies by surveying the DNS names-
servers are in the zone itself. In this case, a resolver detpace and tracing the dependencies of a large number of
mining addresses corresponding to the authoritative servdomain names. They identify the set of all authoritative eam
has no need to query outside the namespace of the zoneseaovers potentially involved in resolution of each nameicivh
determine their IP addresses. Also, if server names argnwiticomprise the potential attack target for that name. Thsilte
the zone, we may infer that the authoritative servers areunghow that a domain name relies on 44 authoritative servers on
administrative control of the same organization that geseraverage and 6% of names depend on more than 200 servers.
the zone. For exampleqall.soccer.comis in the soccer.com We perform further examination of name resolution behavior
zone. If it alone were authoritative fa@occer.comthen the to create a formal model of name dependencies in DNS and
administration ofsoccer.conwould be self-contained, and thequantify the significance of such dependencies.
dependency on external entities is minimized. A survey of common DNS misconfigurations is presented
However, such a self-contained setup may not attain the ney Pappas, et al. [13]. The authors identify lame delegation
work and geographic diversity to achieve the DNS robustnedisninished server redundancy, and cyclic dependencies as



problem areas, and an empirical study is performed to sheimgle DNS lookup is performed by multiple collaborating

their pervasiveness in DNS. The formal model proposgmters in parallel, and the answers are compared by the

in this article presented in this article creates a fourmdati requester for accuracy. Cache poisoning is detected by an

to systematically identify and quantify the impact of sucinconsistent set of responses. CoDoONS [22] is anothertpeer-

misconfigurations on security and availability. peer approach in which the namespace is distributed unlijorm

across the peer-to-peer network, rather than hierardpiddle

hash of each domain name maps to a “home node” in the

network, which is the authority for that name. Name lookups
The DNS Security Extensions (DNSSEC) [14] are thare cryptographically verified using certificates issuedaon

leading standard for cryptographically validating DNSige® per-name basis.

DNSSEC extends the DNS protocol [1], [2] to allow resolvers

to authenticate DNS responses using cryptographic pubyis k IV. DNS DEPENDENCYMODEL

and signatures embedded in new RR types [11], [14].
The IKS Jena (Information, Communication, and Sy

tems) [15] and SecSpider [16], [17] projects have monitor

the deployment of DNSSEC, maintaining an online listing an

status of signed zones. Signed zones are discovered throx\gt}\I q denci

Web crawling techniques, by names submitted by users via ame dependencies

the project Web sites, and by traversiN§EC RRs in known  Various DNS dependencies stem from the DNS protocol

signed zones. Zone data collected from the SecSpider projgecification. Three specific components introducing depen

was used perform an assessment of availability, verifighili dencies are the following:

and validity of DNSSEC deployments [18]. The SecSpider ande Parent zones A resolver must learn the authoritative

IKS project sites report the number of production signedeson servers for a zone from referrals from the zone’s hier-

at roughly 24,000 and 44,000, respectively, at the time isf th archical parent.

writing [15], [17]. Only 0.02% of the the zones we used in « NS targets The NS RR type uses names, rather than

our analysis (see Section V) were signed with DNSSEC. addresses, to specify authoritative servers, so a resolver
Proper application of DNSSEC foils attempts at cache must resolve the names before it can query the authori-

poisoning and other attacks on DNS integrity. However, just tative servers.

like unsigned names, DNSSEC-signed names also rely on the Aliases If a name is an alias, then to obtain an address,

availability of their dependencies. In fact, the added reain a resolver must subsequently resolve the alias target.

nance and protocol complexity of DNSSEC actually increasesWe say that name depends olomain name if resolution

the reliance on existing dependencies, such as the “chaingdfy may influenceresolution ofu. Influence is categorized

trust” following a zone hierarchy. The model presented is thinto two classesactive and passive If domain nameu is

article is thus a useful analysis for both signed and unsignactively influenced by domain nameg then with some non-

domain names. zero probability resolution of will be required forresolution
Several non-cryptographic approaches have been proposechame u. If domain namew is passively influenced by

for defending against response spoofing attacks. Dagon,deinain namev, then althoughv may not be required for

al. [19] present a technique in which a resolver mixes the cagsolution ofu, resolution ofv may affect resolution ofu

of the name being queried and requires the authoritatiw@serwith some probability.

to preserve the case of the name in the question section of th@arent zones and aliases are both examples of active influ-

response. This increases the probability space that atsckence because both are required for resolution of the depénde

have to work with. Another technique for increasing entropyame. HoweverNS target dependencies may either be the

is WSEC DNS [20], which introduce wildcard DNS recordgause of passive or active influence, depending on the state o

into a zone, which aliases the actual DNS records. Clierssrver cache and server implementation behavior.

generate a random string which is prepended to the wildcardWe establish some notation for our discussionNSf tar-

name, and attacks require a larger effort to spoof responges dependencies. To distinguitis RRsets from different

for the randomized queries. sources, we us@&/s, and NS., to respectively denote the sets
Additional entropy makes guesswork by a third-party moref NS target names for zone, as configured in zones and

difficult. However, if an authoritative server on which a dam Parent(z), respectively. LetVSA, and NSA’, denote the sets

name is dependent for its resolution is run by a nefariows$ IP addresses corresponding to the server namé&sinand

organization or otherwise compromised by offenders, then &S, respectively.

guesswork is needed. An understanding of DNS dependenSupposev € NS, is a subdomain of Parent(z),

cies will aid administrators in employing practices thatll wi Parent(v) # z, and Parent(z) is properly configured with

help them maintain control of the name resolution for the& glue record forv. If an authoritative answer for has

domains. previously been resolved and cached by either authostativ
Other systems for next-generation name resolution haservers € NSApg..n:(») O resolverc, then z is affected

been proposed for enhancing performance and security., Yuap v and its name dependencies, based on the trust ranking

et al. [21] propose DoX, a peer-to-peer solution in which discussion from Section Il. This behavior describes passiv

B. Solutions

In this section we introduce the notion of domain name
| pendencies and establish a formal model for identifyird) a
EEgzantifying domain name influence.



Term Definition
T The root name “”
I, (v) The measure of names influence on names
1,(D) The aggregate influence of names in sebn
nameu
Parent(d) The nearest ancestor zone of nathe
Cname(d) The alias target of namé
NS, NS’ The set ofNS target names authoritative for zone
as configured ire and Parent(z), respectively
NSA,, NSAL The set of addresses corresponding to the nameg
NS, and NS., respectively
Pns(z) The probability that the resolver has the
NS RRset forz cached from an authoritative sourc
Prg ey (v) The probability that eitheg or ¢ has in cache and
usesNS target namev from an authoritative source
Gq = (Vg,Aq) | Name dependency graph for narie
G’ = (V],Al) | Active influence dependency graph for name
Py(z,v) The probability thaiNS targetv is used to resolve
w(u,v) The weight of edgdu,v) in Ay
w The set of addresses corresponding to name
Ué C Uy C Zy | The sets of first-order, non-trivial, and all
zones inVy, respectively

TABLE I
NOTATION USED IN THIS RESEARCH

another,P, .y (v) is calculated:

P{S,C}(v) = Ps(v) V P.(v)=1-— (1 - PS(’U)) (1 — Pc(v))

A resolver is responsible for resolving any names frivisy,

on z, since it is directly dependent on their resolution.

B. Name dependency graph

To model the dependencies of domain nameve use a The zone data foioo.comin Table IV shows that ahS target

directed, connected grapli;; = (Vg, Ag). The graphGy

(u,v) € Ay, signifies thatu is directly dependent om for

n

[ Name Type Value Py(z,v) ]
foo.com. NS nsl.foo.com. 2=067
foo.com. NS ns2.foo.com. =033
nsl.foo.com. A 192.0.2.9
nsl.foo.com. A 192.0.2.11
ns2.foo.com. A 192.0.2.10
bar.com. NS nsl.barcom. £X5 =0.75
bar.com. NS ns2.barcom. %2 =025
nsl.bar.com. A 192.0.2.12
nsl.bar.com. A 192.0.2.13
ns2.bar.com. A 192.0.2.12

TABLE IV

EXAMPLE ZONE DATA TO ILLUSTRATE QUERY DISTRIBUTION AMONG NS
TARGET NAMES OF SERVERS AUTHORITATIVE FOR A ZONE

Placement of edges and weights corresponding3darget
dependencies is somewhat involved and draws from the dis-
cussion in Section IV-A. The considerations are summarized

in Table .

We first identify the proportion of queries distributed argon
each of theNS target names inVS,, which we use as a base
for calculating the weights of edges ity stemming fromNS
influence ofv on z. The probability of passive influence,target dependencies. Resolvers prepare their lists ofwerv
Pys.cy(v), is the combined probability af; (v) and P (v), the  for selection fromaddressesather thamamesof authoritative
likelihood that eithess or ¢ has and uses a cached authoritativgervers, as explained previously. Although a particulaoler
answer forv. Since the probabilities are independent of ongstance will gravitate towards querying a single autlagisie
server for a zone, we reiterate our assumption that quetes f
arbitrary resolvers are distributed uniformly among theees,
due to network diversity. Thus, the probabilit®,(z,v), of
querying anyNS targetv € NS, for resolution ofz will be
some fraction of NSA.| that reflects the proportion of server
which are out-of-bailiwick or not included in the additidnazddresses attributed to Let S, represent the set of addresses
section of a response from an authoritative server. Sughwhich v NS, resolves. A nive formula for determining
induced queries indicate active influence of the resolvedasa query probability P, (z, v) is to simply calculate the fraction
of total server addresses authoritative fathat correspond to

V.

P,(z,v)

I8
[NSA|

_ ! _ Qg ~hame that resolves to multiple addresses, suatsagoo.com
contains a single sink;, which is the root zone. Each node inhas a higher probability of being queried for names in theszon
the graphv € V; represents a domain name, and each edgkan anNS target name that resolves to only a single address,

such asns2.foo.com

proper resolution of itself and any descendant names. Eacht is possible that multipleNS target names NS, resolve
edge,(u,v) € Ay, carries a weightw(u,v), indicative of the to the same address, so a single addresS,imay also be
probability that it will be followed for resolving:. A name attributed to other names iNS.. A more complete approach
dependency graph for domain nammw.soccer.cors shown to determining query probability therefore is to evenlyidés

in Fig. 3, built from the data in Table I.

a domain name is always dependent on its parent. If res-
olution of domain nameu yields a CNAME RR, then an

edge is placed betweem and its target nameCname(u),

with w(u, Cname(u))

the probabilistic weight attributed to a server addressrgno
Edges are placed on the graph from each domain nagiethe names that resolve to that address:
u,u # r to its parentParent(u) with w(u, Parent(u)) = 1;

Ses, {u € NS.|s € S, }| ™

Pq(zav) =

[NSA|

For example, in Table IV botims1.bar.comand ns2.bar.com

1; the resolution of an alias isresolve to 192.0.2.12, so the weight of that server is split

always dependent on the resolution of its target. Such edge®nly among both names. The result is timatl.bar.com
in Fig. 3 are those betweamww.soccer.conand its parent, is queried with 0.75 probability fobar.combecause it also
soccer.comand betweenvww.soccer.comand its canonical resolves to 192.0.2.13, anmts2.bar.comis queried with only
name,www.tennis.com

0.25 probability.
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Fig. 3. The dependency graph for the domain namev.soccer.comderived from the zone data in Table I. The solid lines regméesictive influence, and
the dashed lines represent passive influence.

v subdomain | Glue
of Parent(z) | exists | Parent(v) =z w(z,v) Influence type| Example (Table | and Fig. 3)
no Py(z,v) Active soccer.com— nsl.sports.net
yes no Py(z,v) Active soccer.com— racket.tennis.com
yes yes no Prser (v)Py(2,v) Passive tennis.com— ball.soccer.com
yes yes yes 0 None soccer.com— ball.soccer.com
TABLE Il

RULES FOR DETERMINING WHETHER OR NOT AND WITH WHAT WEIGHT’LU(Z,U) A EDGE IS PLACED BETWEEN A ZONEz AND AN NS TARGETwv € NSA,.

When NS, # NS., the query probability of an edge todress forv cached from an authoritative source. An example is
NS targetv depends on’s existence inVS, and NS’ and the tennis.coris dependency oball.soccer.comPassive influence
likelihood that the resolver has cached N&RRset forz from is analyzed more closely in Section VI.
the answer or authority section of an authoritative respons The active influence dependency graph,, of domain

We usePns(z) € [0, 1] to denote that likelihood:

wENS,|s€S, !
P,(z,v) = PNS(z)P(v € NSZ) ZSES“ [{uENS: |s€5u )|

named is the subgraph ofz; produced whenPy, . (v) =
0,Vv € V; and nodes with only zero-weight in-edges are
+ removed from the graph. The active influence dependency

(1 — Pns(2))P(v € NS.)

[NSAL|

Zses,, [{uens,|ses.}| " graph forwww.soccer.conwould be created by eliminating

|NSA” |

the ball.soccer.commode in Fig. 3.

For simplicity we assume thaVS, = NS. unless specified C. Level of influence

otherwise.

If NS targetv € NS, is not a subdomain oParent(z),
edge(z, v) is added td7; with w(z,v) = P,(z,v)
of v is required for (i.e., actively influences) resolution :0
An example issoccer.cors dependency omsl.sports.net

If target namev € NS, is a subdomain of, the Parent(z)
zone should include a glue record farlf no glue record exists
for v in the Parent(z) zone, then resolution af is require
for (i.e., actively influences) resolution of and an edgéz, v)
is added taG,; with w(z,v) = P,(z,v). Such is the case wit

soccer.cons dependency omacket.tennis.com

If v is in-bailiwick, and a glue record fov exists, then
resolution ofv is not required for resolving because the re-
solver will use the address provided from glue in the add#lo
section of the referral fronParent(z). WhenParent(v) = z,
there is no edgéz,v) in Gg4; all servers authoritative foe
have the authoritative data for such as wittball.soccer.cors
relationship tosoccer.comHowever, whenParent(v) # z an
edge (z,v) is added withw(z,v) = P, (v)Py(2,v); the
namewv passively influences, dependent on the probability

. Resolution

The trusted computing basérCB) for domain namei is
the set of all domain names in its dependency grdph,An
f analysis of the raw size of domain name’s TCB or even an enu-
meration of its constituents may be interesting, but insieffit
for understanding the makeup of its influence. Using the-well
formed dependency graph and its edges we can caldelate
d of influence which is the probability that one domain name

will be utilized for resolving another. Quantifying influes
h of name dependencies shows that some names may be much
more influential than others. We I€},(v) € [0, 1] denotev’s
level of influence onu.

An analysis of thedependency pathis GG, is necessary to
determine the level of influence of the domain names V
ond. The dependency paths @, are modeled by performing
a depth-first traversal af 4, beginning withd. This depth-first
traversal produces the exhaustive set of acyclic interatedi
paths of name dependencies for resolvihgThe level of
influence is calculated by determining the probability that
paths leading fromi will reach v during resolution:

that either the resolver or the authoritative server hasathe I(v) =P(d,...,v)



To calculateP(d, ..., v), the probabilities of encountering % pm‘;ﬁ‘*ﬂi,’ﬁfﬁ;ﬁ'&'{? ZoNEs(d)

v in the dependency paths beginning with eachusfdirect 3:  for all (u,v) € A4 do

dependencies must first be recursively calculated and aggfé if (%”ii%ao’\gf:gﬁ (‘;r)?“as dependendlyen

gated. The probability of encounteringin a path beginning 6: retumn D

with edge (u,j) € Ay is calculated by multiplying the ™

probability,w(u, j), of following edge(u, ) by the probability Fig. 4. The NonNTRIVIAL ZoNES algorithm identifies all non-trivial zones

of encountering in a path beginning withy: in the dependency graph for a domain nawie,
Pu,j,...,v) =
w(u, j) if j = v (direct dep) In this section we present several qualitative graph prop-
o if j = (root) erties describing the makeup of the dependency graph for a
w(u, j)P(j,-..,v) otherwise domain name. We then use these properties to create normal-
A particular domain name € V; may be directly depen- ized metrics for a quantitative analysis of domain names.
dent on multiple names, resulting in multiple out-edgesnfro Influential zones: The set of zones influencing do-

u. Some of these dependencies are mutually exclusive, andin name d is a subset of all the influential do-
others are independent of one another. At mostNBe¢arget main names ind's dependency graph,Zz; C Vj.
dependency ofu is necessary for resolution (assuming thé represents the diversity of the namespace influenc-
server queried is responsive), but alias and parent dependeg resolution of d. In Fig. 3 Zwww.soccer.com =
cies exist independently of theS target dependencies. For{soccer.comtennis.comsports.netathletics.comcomnet .}.
example, when resolving namestennis.comusing the zone Non-trivial zones: Non-trivial zones are the result of
data from Table |, eithensl.tennis.comball.soccer.comor explicitly configured inter-zone dependencies. Includethis
nsl.sports.newill be selected for query, each with equal probset are the parent zones of aNp or alias targets ind;:
ability, and only the latter two result in a name dependendys, C Z;. A non-trivial zone foo.bar.comthat influences
However, resolution ofx remains entirely dependent on it/ may contribute up to four zones tg;. However, if no
parent,com regardless of which server is selected for queryn-edges resulting from alias- diS-type dependencies ex-
Aggregating the probability of encountering in paths ist for any of its ancestor zoneddr.com com and *“”),
beginning with each ofi’s direct dependencies is as followsthen they exist inZ; only becausefoo.bar.comis explic-
First the probability of encountering through anyNS-type itly configured as a dependent zone and are thus ftrivial.
dependencies is determined by calculating the sum of eacolihe algorithm in Fig. 4 identifies non-trivial zones by it-
tering it in each of theNS-type dependency edges because tlegating the set of edgesd; and adding the parent zones

probabilities are dependent on one another: of NS and alias targets. In Fig. /\www.soccer.com=
) {soccer.comtennis.comsports.netathletics.cor.
P(u,[NS dep...,v) = Z Pu, ..., v) First-order zones:A subset of non-trivial zoneg, C U,
JENS,

are explicitly configured byd (or Parent(d), if d is not
This probability is then combined independently with the zone) and comprisdirst-order zones This subset also
probability of encounteringy in paths beginning with any includes the non-trivial zones in the ancestry of each ex-
alias- or parent-type dependencies: plicitly configured zone. Fig. 5 finds all the alias (lines 5—
7) and NS target (line 11) dependencies for a namheand
Plu,...,v)= 1= (1 - P(“vpam”t(“)v'”’”)) then includes the parent zone for each target (line 15) and
1— p(u, Cname(u), . .. 71))) each non-trivial zone in its ancestry (lines 16-21). In Hg.

q Uiwww.soccer.corfe {soccer.comtennis.comsports.nef.
1— P(u,[NS dep... 7”)) The sizes of the sets of all, non-trivial, and first-orderemn

Using these expressions, we calculate the level to whiéiluencing a domain name can be used for a quantitative

sports.netinfluencessoccer.com analys?s. However, thes_e metric_s argbounded and may not
be entirely representative. It might be the case, for exampl
Iwww.soccer.cofi$ports.net = that a zone has a large number of influential zones, but

1-(1-P (www.soccer.copsoccer.com. . . ;sports.ne) 904 of its influence is contained within 5% of those zones.
(1 — P(www.soccer.comwww.tennis.com . ., sports.nef)  The following metrics use the preceding graph properties to
quantify influence with values normalized between 0 and 1,

= 0.62 + 0.06 P, (ball.soccer.com for representative comparison.
_ First-order ratio: The first-order ratio is used to deter-
D. Dependency metrics mine the percentage of non-trivial zones that are expressly

Calculating the individual influence of all dependencies afonfigured by the administrators df g—;f Values closer to 1
a domain name is computationally complex and ultimately notdicate that the administrators are largely in control o t
useful for a comparable analysis of two domain names. A marenes comprising the TCB.
useful metric would aggregate influence of a domain name in Third-party influence: Third-party influend@Pl) is used
a representative way such that can be meaningfully compatedjuantify how much domain nameis influenced by names
with that of other names. not explicitly controlled by its administrators, i.d4(Us—U}).



1: procedure FIRSTORDERDEPHd) 1
2 N < NONTRIVIAL ZONEY(d) 2
3: I* M is the set of explicitly configured names fadr*/ 3
4: M «+ {d} 4:
5: if d is not a zonehen 5:
6 if d is an aliasthen 6:
7 M «— M| J{Cname(d)} 7
8 d < Parent(d) 8:
9 /* Add NS target edges for zoné to M */ 9:
10: M+ M|J{u € V4|3(d, u) € Ag, NS target dep 10:
11: D« {d} 11
12: /* Add non-trivial zones inM’s ancestry toD */ 12:
13:  forall w e M do 13
14: v + Parent(u) 14
15 while v # r do 15:
16 if v € N then 16:
17 D+ DJ{v}
18: v < Parent(v) 17
19:  retun D 18:
19:
Fig. 5. The KFRSTORDERDEPS identifies all the non-trivial zone de- 3(1)
pendencies for domain nam& which are explicitly configured by DNS Z_°
administrators. 22:
23:
24:
25:

Fig. 6 details the HIRDPARTYINF algorithm, which is used to 26:

calculate TPI. The TPI of’'s alias, if any (lines 5-7), is com-
bined (lines 15-16) with the TPI of its parent zone (lines®-1 ;7

or not it aliases (directly or indirectly) another name algsof

will utilize a name outside the set of zones in g&t g?
38:
V. DATA COLLECTION AND ANALYSIS 22:

In this section we describe the methodology we employédd:
for collecting data from the DNS infrastructure, and previd42:

analysis of the data collected. We analyze several difterelgjl
characteristics of our data using the metrics presented 4
Section IV to assess quality of name resolution.

33:
the set of zones in sdd. The THIRDPARTYINFD algorithm 34

(lines 27-42) determines the probability that resolutiéruo 3>

: procedure THIRDPARTY INF(d)

D < FIRSTORDERDEPY)
PA 0
if d is not a zonethen
[* If dis an alias, calculate the TPl 6fname(d) */
if d is an aliasthen
P4 <+ THIRDPARTYINFD(Cname(d), D)
d <+ Parent(d)
/* Calculate the TPI ofParent(d) */
Pp < THIRDPARTYINFD(Parent(d), D)
[* Calculate the TPI of eacNS target of zoned */
PNS 0
for all w € V4|3(d, u) € Agq, NS target depdo
Pns < Pns + w(d, u) THIRDPARTY INFD(u, D)
/* Aggregate the TPI of all name dependencies */
return 1 — (1 — Pp)(1 — P4)(1 — Pns)

. procedure CONTROLLEDALIAS(u, D)

while u is an aliasdo
if Parent(Cname(u)) ¢ D then
return False
else if Cname(u) € H then /* Loop detected */
return True
H«+ H|J{u}
u < Cname(u)
return True

: procedure THIRDPARTYINFD(u, D)
. . . . 8:
and that of its collectivé\S target dependencies (lines 11-14)9.

Two helper algorithms are utilized: theOBTROLLEDALIAS ~ 30:
algorithm (lines 17-26) analyzes a name to determine Whet@éj

if u is not a zonghen
/* u aliases a hame outside &f */
if “CONTROLLEDALIAS(u, D) then
return 1.0
u < Parent(u)
P<+0
* Aggregate influence outsidP for u's ancestors */
while u # r do
P, <0
for all v € V4|3(u,v) € Ag, NS target depdo
if Parent(v) ¢ D or = CONTROLLEDALIAS(v, D) then
Py + Py, + ’LU(”LL, 1))
P+~1—-(1-P)(1-Py)
u < Parent(u)
return P

. 6. The HIRDPARTYINF algorithm returns the third-party influence for
ain named. The CONTROLLEDALIAS helper algorithm returns False if
domain name directly or indirectly aliases a name outside of a set of zones

D; otherwise it returns True. TheHIRDPARTYD helper algorithm returns

the influence on domain nameby names outside of a set of zonds3,

A. Data collection

We populated a database of name dependencies by crawl-
ing the namespace of known domain names. A set of overFor eachNS RRset, we checked the consistency between
3,000,000 hostnames was extracted from URLs submittedp@rent and child zones by using some extra probing. For zone
the Open Directory Project (ODP) at DMOZ [23] dated Aprilz we identified the set of servers authoritative frent(z)
2009. These names were combined with over 100,000 nantet notz. We issued a query far to each server in this set, an-
received as queries by the recursive servers at the Intenaht ticipating a referral response without the authoritatineveer
Conference for High-performance Computing, NetworkindAA) flag set. Only if the AA flag was not set could we be
Storage and Analysis (SC08) [24]. The ODP/SCO08 seed nanseise that théNS RRset returned reflected the delegation records
represent both names with some intention of being resolv@wintained in theParent(z) zone. A mismatch between the
for access to production services (ODP names) and nanNss RRset returned in the referral and the authoritaiNg
actually queried by clients (SC08 names). RRset reflected an inconsistency.

Each name was investigated by first surveying each name inThe TTL values of additional address records corresponding
its ancestry which had not already been surveyed, beginnitog targets of NS RRs in the authority section of server
with the root. Surveying a domain name consisted of issuimgsponses were used to identify the presence of glue records
gueries to a recursive server to receive an authoritatisevan in the parent zone. When a referring server returned a non-
for any matchingNS, MX (mail exchange) an@NAME RRs. authoritative response, we issued a second query after-a two
The relationships between the name and any correspondssgond delay (both without the recursion-desired flag set).
targets returned were recorded and subsequently surveyedSince TTL is measured in seconds, the two-second delay
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; : : . Measurement Values
betvygen queries resulted in a decrgasmg TTL for RRset®in th ODP/SCO8 FoSames 3167504
additional section of the response, if populated from trehea Total domain names collected 8,439,027
of the referring authoritative server. Since a cached RRset Total zones 2,996,460
NS target dependencies 6,855,379

from an authoritative response would take precedence over
any glue record, we were unable to determine the existence
of a glue record and optimistically assumed one existed, if Zones for whichNS, # NS,
the NS target was in-bailiwick. If for ar\S target there was TABLE V
no corresponding address record provided in the additional A suMMARY OF RESULTS COLLECTED FROM SURVEYING THIDNS
section, we inferred that the parent zone was not configured NAMESPACE, SEEDED WITHODP/SCO8HOSTNAMES.
with a glue record.

If the TTL value of an additional record does not vary

NS targets requiring glue
NS targets missing required glup

3,723,203 (54%)
901 (0.024%)
587,865 (20%)

between the two referral responses, it could indicate one of ngécmial ones P{S’g}(v) /;YSE; M%X'
several things: influential zones >0 16,53 | 180
« the parent zone is configured with a glue record for the | _Non-trivial zones 0 2.26 | 45
N . Non-trivial zones >0 11.65| 146
addltlonal record,. . . . First-order zone ratio 0 0.92 1.0

« s is (also) authoritative for the zone to which the addi- [Firstorder zone ratio >0 063 | 1.0
tional record belongs; or Third-party zone influence 0 0.08 1.0

« s is authoritative for an ancestor of tiNS target and has Third-party zone Influence 0.5 038 | 10

. . Third-party zone influence 1.0 0.55 1.0

been configured with a glue record for thé$ target. Non-trivial organizations 0 167 | 37

We assume optimistically in this case that if tN8 target is Non-trivial organizations >0 841 | 113
in-bailiwick, a g|ue record is present. Third-party organization influence 0 0.04 1.0
L S Third-party organization influence 0.5 0.34 1.0

If we were unable to elicit a non-authoritative response —giq-party organization influence 1.0 049 T 10

with a referral toz from servers authoritative faParent(z),

TABLE VI

then we could not determine inconsistencies betwa&f
and NS, and their corresponding glue records. However, in
practice, if the set of servers authoritative foarent(z) are a
subset of those authoritative forthen consistency is satisfied
implicitly since all servers will send the authoritativecoeds the exception of country-code TLDs (e.gis fr), which we
from z over corresponding records frofarent(z) [8]. For felt might be more interesting because influence indicdtes t
all zones in our analysis we assumed a 0.5 likelihood thawtential crossing of political boundaries.
a resolver had in its cache the authoritati® RRset for
z (i.e., Pns(z) = 0.5), such thatNS target names in both B Trusted computing base

y : . .
NS, and NS, were considered for server selection with equal The raw size of the TCB for hostnames collected in terms

pr(.)l_?]aeb'rl(lat:mts from our analysis are summarized in Table \Pf influential zones and non-trivial zones is shown in Fig. 7
One interesting caveat to our analysis is that the autho?ﬁ a cu_mulat|ve density function (CDF), and the statisties a

) . shown in Table VI. Nearly all hostnames have a TCB smaller

tative server names for several top-level domains (TLDs) a .

han 20 zones wheR, ., (v) = 0, and the average size of the

not subdomains of the TLDs for which they are authoritativ 55!
For example, the authoritative servers émmare in thegtld- CB was 2.26 non-trivial zones and 5.26 total zones—both of

servers.netzone. These server names don't result in active
influence on affected TLDs because they are in-bailiwick 1
(subdomains of the root zone) and glue records exist. Haweve ;
these TLDs are subject to passive influence if resolvers have 08
A RRsets in their caches from authoritative responses. '
As part of our analysis we evaluated TCB size and third-
party influence with different values af, . (v), the likeli- 0
hood that an authoritativd RRset for anyNS targetv exists in =~ §
the cache of the resolver or the referring authoritativereser
The third-party influence for subdomains of affected TLDs
was always at least the value Bf, . (v) in such cases. When
Py, .3 (v) = 1, for example, any domain names endingom
or eduhad a third-party influence of 1.0. N ‘ Non-trivial zonesPisg(v) >0
While the passive influence of such TLDs is legitimate, its 0 20 40 60 80 100 120
presence in our analysis obscures the level of passive mnuftLe Trusted Computing Base (Number of zon&ygz) = 0.5
incurred due to configuration of subdomains. Because the
naming convention of TLD authoritative servers is delibera rig 7. The CDF for the size of the TCB of ODP/SC08 hostnamesutted
and the effects of passive influence on TLDs are likelyre the CDF for the number non-trivial and total zones in theBT@r
negligible, we did not consider their passive influence hwit’(s.c}(v) =0 and Pgs 3 (v) > 0.

TCB AND INFLUENCE STATISTICS FOR THEODP/SCO840STNAMES.

0.6

All zones,P;g 3(v) =0 ——
All zones,P;s'a(v) >0
Non-trivial zonesP;¢'3(v) =0
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Fig. 8. The CDF for the first-order ratio of the ODP/SC08 hastss. Fig. 9. The CDF for the third-party influence of the ODP/SC@8thames,
grouped by zone.
which are reasonably small. Whé, ., (v) > 0, the average 1 . . . :

size of the TCB increases several times to 11.65 non-trivial 4
and 16.53 total zones. Only about 80% have fewer than 20
zones; most of the remaining 20% have between 30 and 90
non-trivial and total zones in their TCB. Caching and using 077
NS target names from authoritative sources, rather than glue, o6t

. . . . O | e
can increase the size of the TCB of a domain by several timeso g gl "

0.8

Alias chains in tact

0.4
C. Controlled influence 03l |
The first-order ratio of the ODP/SCO08 hostnames is shown 02l |
in Fig. 8. The average first-order ratio was 0.92 R ., (v) = ' ‘ , ‘ ‘ |
0 and 0.63 for P, ¢} (v) > 0, indicating that control of the 0-1 0 0.2 0.4 0.6 0.8 1
TCB is lost as caching dfiS target names is introduced. When Third-party InfluencePyg(z) = 0.5 P(g 4(v) =05

Py .3 (v) > 0, third-party zones comprise more than half of
the the non-trivial zones in the TCB of roughly 40% of th%ig. 10. The CDF for the third-party influence of ODP/SCO08 thames
hostnames surveyed. affected by alias chains, grouped by zone.

Fig. 9 shows the third-party influence of the ODP/SC08
hostnames. Whei’;, ., (v) = 0, 85% of the hostnames are
not influenced at all by third parties. A, ., (v) = 0.5 only no third-party influence, compared to 42% of the entire
60% of the hostnames are influenced less than 50% by thget of ODP/SC08 names. However, when we removed the
parties. WhenPy, . (v) = 1 nearly half of the hostnames areeffects of the alias chains in our analysis, nearly half @ th
influenced almost certainly by third parties. Again the hiitta names avoided third-party influence completely, even with
of caching preference dfiS target names from authoritative Py, ., (v) > 0.
sources at the resolver and authoritative servers grefigigts

third-party influence of domain names. E. Organizational dependencies

] . Throughout Sections IV and V we have used zones as the

D. Alias chains unit of measurement for describing properties of the DNS

One behavior affecting the third-party influence of dorame dependency graph. In reality the grouping of names
main names is the practice of chaining aliases. Aw servers for analysis is arbitrary, and the methodology em
an example,www.example.conis configured as an aliasployed depends on certain assumptions and the desiredsresul
for www.example.netwhich, in turn, is an alias for Using zones as a unit of measurement may seem reasonable
www.example.org The practice is common among contenbecause of the assumption that security and reliabilitpsscr
distribution networks for offloading the burden of addresshe servers whose names are in a common zone are consistent.
ing from the administrators of the original name (e.gA similar assumption may hold for use of administering orga-
www.example.comlIn our survey, we found that 33,873 (1%)nizations as a unit of measurement. Analysis of domain hame
of the ODP/SC08 names were affected by alias chains. Usinfluence may yield different results when zones are grouped
that subset of affected names, we graphed the third-pably organization. For examplesports.comand athletics.net
influence for analysis in Figure 10 using, . (v) = 0.5. (Table I) are both run by Sports Central, Inc. Although the
Only 10% of the names dependent on alias chains exhibihletics.netzone is a third party tavww.soccer.comwhen
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1 : : , , = During our survey of the production DNS space we queried
e 7,781 distinct servers authoritative for a parent zone iratan

0.9F 1 tempt to detect glue records and discrepancies in the delaga
records for a child zone. We found that 1,486 (19%) of these
0.8 Psg) =0 —— servers returned additional records whose TTL decreastd wi
L | {S,q&’z\;gf — : subsequent requests, indicating that they had come from the
o o7 {9 ; cache of the authoritative server. This demonstrates thepe

siveness of caching functionality on production authtixiéa

N T h servers.
05 '......-.-.-.-.::.'.'.'.'-T-'-'."'-T?-'f::----t--‘-:-'---?------?---" ............................................ |
0.4 ‘ ‘ t ‘ B. Resolvers
0 0.2 0.4 0.6 0.8 1 Many factors may contribute to an increased probability

Third-party InfluencePyg(z) = 0.5 of RRsets from authoritative sources in a resolver’s cache,

P.(v). Some are environment-specific. For example, the rate
Fig. 11. The CDF for the third-party influence of ODP/SCO8thames, Of queries to the resolver requesting an authoritative enfov
grouped by organization. the A RRset of ar\S target name would certainly affect this
probability, but this behavior is local to the resolver'sieon-
ment. One consideration that has effects in any environment
analyzed by organization it is grouped wihorts.comunder js the dynamics of TTL values for related RRsets.
Sports Central, Inc., a first-order dependency. An ideal configuration is one in which the TTL of a glue
Every zone is configured with a point-of-contact email in itfecord is equal to that of theS RRset for which it is arNS
SOA (start-of-authority) RR. To further our analysis, we useghrget. When the TTL of the glue record is less than that of
the domain from the email as a method for grouping differefie NS RRset, there is an increased chance that a queries for
zones into a single organization, under the assumption thgfmes within the zone will result in an induced query for an
the email suffix would reflect the organization responsible f gythoritative response for the RRset.
maintenance. The results are shown in Figure 11. Using thispg 5 practical example, suppose the TTL of t® RRset
organizational grouping, we found that the number of domajgy tennis.com(from Table I) is 160 and the TTL for the
names with no third-party influence increased from 85% {Que record forball.soccer.comis 80, and suppose that a
over 90% whenP; ., (v) = 0 and from 42% to 48% when resolver caches both theS RRset and theA RRset (from

Prs e} (v) > 0. the additional section of the response) at time= 0 (We
illustrate this example in Fig. 12). For lookups tennis.com
VI. PASSIVE INFLUENCE CONSIDERATIONS during 0 < ¢ < 80 the resolver will have the address(es)

necessary to query authoritative serbaill.soccer.conusing

We have observed an increased third-party influence @ie glue record from theom zone. Wher80 < ¢ < 160 the
dependent domain names when there is a higher likelihogghnis.comNS RRset is still in the resolver’s cache, but now
of passive influence caused by the existence ofAaRRset a lookup is required to obtain the address lfail.soccer.com
from an authoritative response in cache forN@itarget name and the answer received from an authoritative source wi ta
for which a glue record exists. This likelihoo®, ., (v), is the place of the expired glue record. Such is the case with the
comprised of the probability that th& RRset from author- query att = 110.
itative source is in the cache of the authoritative serser, Not until ¢ > 160, when thetennis.comNS RRset expires
offering the referral or in the cache of the resolved?;(v) and  and it is required to re-query teomservers, does the resolver
P.(v), respectively. We discuss in this section consideratioggain receive a glue record foall.soccer.conin the additional
that affect passive influence, as a resource to contain-thigéction of a response. The querytat 170 in Fig. 12 causes
party influence with proper configuration. this lookup. However, as explained in Section Il, recordsrir
authoritative sources are considered more trustworthyheo
records received from the additional section do not overrid
the records already in cache. Thustat 260, when theA

The obvious way to minimizeP;(v) is to remove caching RRset from authoritative source has expired, the querydesiu
functionality from authoritative servers, a DNS best pra@nother authoritative lookup, and passive influence psrsis
tice [9]. Both NSD and i nydns act as authoritative serversuntil both theNS and theA RRsets expire from cache. After
without caching. BIND allows dual functionality but proes both RRsets have expired, the querytat 350 induces a
a configurable option to disallow the inclusion of cacheduery by the resolver resulting in a referral response with t
RRsets in the additional section of responses. Howeves, tlNS RRset and thé\ RRset from glue, which will both be used
option is not enabled by default, so if a BIND authoritativéor subsequent queries.
server with default settings has records in cache, it wi# us We observed this pattern of passive influence in both
them to populate the additional section in preference to athye BIND andunbound resolvers. However, the behavior
glue records in its local configuration. exhibited bydnscache varies because of its cache renewal

A. Authoritative servers



13

Cached A(glue) NS A(auth) NS A(auth) A(glue) NS
RRset (80) (160) (80 (80 (160)
(TTL)

| I 1 I |
¢ o G5 z0> 50

Fig. 12. A timeline of queries to a resolver for names within @ipalar zone and which are not found in the resolver's cadte labels on top of the
timeline indicate the cache lifetimes of ttNS RRset for the zone and th&® RRset from the glue and authoritative answers. The ticksherbbttom mark
the times at which queries for uncached names in the zone atritiee resolver, inducing queries NS or A RRsets, as appropriate. Queries at the circled
times represent queries for authoritatikeRRsets, and shading along the bottom of the timeline higtditie time in which authoritativA RRsets exist in
cache.

1 : : : : P.(v). This difference represents the window in which a
resolver has theNS RRset for z cached, but theA RRset
has expired, following an initial query fot. We normalize
0.98 : this value by dividing it by the TTL of theNS RRset. For
simplicity, we assume that the TTLs for delegation and glue
records in the parent zones are the same as the corresponding
0.96 f 1 RRsets in the child zone.
Fig. 13 shows a CDF of the normalized difference between
authoritative NS and glue A RRsets for the 2,713,908BIS
0.94 1 target dependencies meeting the criteria for potential pas
sive influence, which comprised 40% of the toh target
dependencies in our data. Over 92% of the dependencies
0-920 0‘2 0‘4 0‘6 0‘8 1 are configured such that there is no difference between the
Differencein TTL of NS RRset e{ndARRsét (normalized) TTLs of th_e NS and A RRsets. But er nearly 6% O.f the
dependencies, the TTL of tHéS RRset is two or more times

Fig. 13. The CDF showing the normalized difference betwnénand A  that of theA RRset for the corresponding target.
RRsets folNS-type dependencies in the data seeded by the ODP/SC08 names.

0.99 r ]

0.97 1

CDF

095+ ]

0.93+ 1

VIl. CONCLUSION

policy. BIND andunbound do not renew the lifetime of an In this article we have presented a graph model for analysis
NS RRset that has been cached from the authority sectiohname dependencies in DNS, which was based on specifi-
of an authoritative response, even when subsequent respomsition and behavior of deployed DNS servers. We defined the
are received with the same contents. However, every tirtrested computing base (TCB) of a domain name in terms of
dnscache receives a response, it updates its cache witlones and organizations. We also derived metrics for dagess
RRsets from all sections. This means that RRsets from tthe dependency model of a domain name. Among these were
additional section of responses will replace any from thbe level of influence of influential domain names, and third-
answer section of authoritative responses. It also meaats tparty influence—the probability that resolution of a domain
a resolver never needs to obtain a referral from toen name will utilize namespace outside the explicit configorat
servers as long as th¥S RRsets in its cache are renewedf domain administrators.
from the authority section of authoritative responses from We observed that the TCB of domain names, when mea-
the example.conservers. This two-edged sword means thaured by influential zones and organizations, is much smalle
passive influence may enter less frequently oingacache than previously thought. On average 92% of the non-trivial
resolver, but it may persist longer, depending on querysratezones in the TCB of a domain name were explicitly con-

We note that the presence of authoritative data folN&n figured by the domain administrators. However, the practice
target in cache does not necessarily mean that a resoleetselof resolver and authoritative server using the addressrdsco
the respective server for query—only that the source of tfier corresponding td\S targets from cache, rather than from
address is now a product of passive influence, and thatadditional records in a response or from glue, can incrdase t
selected, it exhibits dependencies of that name, followiteg size of the TCB and the influence of third-party namespace
model described in Section IV. Also, our example assumemgnificantly.
for simplicity that only queries for names iiennis.comare To maximize the reliability of name resolution from the
received by the resolver during the time span shown. perspective of both resolver and authoritative server,iaidm

We define the contribution that TTL dynamics have otrators and designers of DNS services should be aware of thei
cache probability at a resolver as follows. Let € NS, server configurations as well as the names and organization
be an NS target of zonez, such thatv is in-bailiwick, comprising the TCBs of their domain names. Administrators
Parent(v) # z, and a glue record fov exists. We use the should review the role of name servers in their environment
difference in TTL value between thdS RRset forz and theA to minimize the influence of third parties. The practice of
RRset forv as a measure of the impact on cache probabilityhaining domain name aliases increases the potential for



third-party influence and should be avoided, as suggested2z
RFC 1912 [10]. Additionally, we recommend that the roles of
authoritative server and caching server be kept distinthair
authoritative servers be configured to not include inforomat
from their caches, as this creates additional dependerise, A
DNS administrators should coordinate the TTL values\Nsf
RRsets with the TTL values of theMS targets.

A better understanding of DNS dependencies and an ap-
plication of that understanding will put more control intoet
hands of DNS administrators and mitigate the risks asstiat
with large and diverse TCBs and high third-party influence.

(23]
(24]
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