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Energy & Cyber Infrastructure

·Close coupling between cyber and energy 
infrastructure
ƁPhysical disaster may take out more than just the 
servers, routers, cables, é

ƁGenerators, transformers, transmission lines/towers, 
water supply, etc. may also be affected

·Coupling more important than ever
ƁLocal, smaller scale, perhaps less robust 

generation.

ƁIncreasing frequency of extreme events

ƁCyber infrastructure becoming a life-line during 
extreme events.
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Major Infrastructure Failure Events

·Blackout ïwidespread power outage 

(NY & Italy 2003)

·Hurricane ïwidespread damage 

(Katrina)

·Earthquake ïUndersea cable damage 

(Taiwan Dec 2006)

·Infrastructure induced (e.g., May 2007, 

Japan)

·Many other potential causes
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NY Power Outage (Aug 2003)

·Outage in NE on Aug 14, 16:10 EDT

·Affects 55M customers (2 mins to spread)

·Restoration by 21:00, Aug 15

Ref: www.renesys.com/tech/reports/Renesys_BlackoutReport.pdf

http://www.renesys.com/tech/reports/Renesys_BlackoutReport.pdf
http://www.renesys.com/tech/reports/Renesys_BlackoutReport.pdf
http://www.renesys.com/tech/reports/Renesys_BlackoutReport.pdf


Internet Impact NY Power Outage

8/2/2011 K. Kant, Sustainability Considerations in Network Design & Operation 5

00   12   00   12   00   12   00   12   00   12  00

2000

1600

1200

800

400

0

Time (hrs)

N
u

m
b

e
r 

o
f 
o

u
ta

g
e

d
p

re
fi
x
e

s



Internet Impact of Power Outage

·Scope of impact
Ɓ>9,700 globally advertised customer networks in the 

blackout area, belonging to >3500 business entities. 

ƁOf these, 3,175 networks suffered from abnormal 
connectivity outages. 

·Outage durations
Ɓ>2,000 networks: >4 hours, and >1,400 suffered outages 

of  >12 hours

ƁSome networks suffered outages of >48 hrs.

·Almost 50% of ASes lost connectivity to some or all 
of their networks in the blackout area.
Ɓ>10% of ASes had outages >4 hrs in ALL of their 

networks

ƁLarge ASes have smaller loss percentage.
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Italy Power Outage: Sept 2003

·Similar to NY power outage
Ɓ59M (entire Italy) affected

ƁStarted w/ a small outage on Swiss border
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Ref: http://crpit.com/abstracts/CRPITV86Johnson.html


