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Abstract—The Border Gateway Protocol (BGP) has been  Numerous studies [3], [4], [5], [6], [7], [8], [9] have
known to suffer from large convergence delays after failures. We peen carried out to study the fault tolerance and recovery
have also found that the impact of a failure rises sharply With = o4 acteristics of BGP. In particular, it was shown by Labovitz

the size of the failure. In this paper we present and evaluate - .
a speculative route invalidation scheme aimed at reducing the et al. [4] that the convergence delay for isolated route with-

convergence delays for large-scale failures. Our scheme collectsdrawals can be> 3 min in 30% of the cases. Zhao et al. [9]
statistics from BGP updates received at a router and identifies showed that packet loss rate can increase by 30x and packet

Autonomous Systems (ASes) that are likely to be “unstable”. delay by 4x during recovery. Furthermore, we have shown
Routes that contain these ASes are marked as invalid and i, oyr previous work [10] that multiple simultaneous failures

not propagated further. This cuts down the number of invalid th del o i anificantl
routes during the convergence process and results in a significant can cause the convergence delay 1o Increase signicantly.

improvement in the convergence delay. Though large-scale failures might be rare, they have the
potential to cause widespread disruptions to e-commerce as
I. INTRODUCTION well as critical services such as emergency response, banking,

infrastructure monitoring etc. Hence the importance of a short

The Internet is composed of a large number of indepevenvergence delay after failures (especially large ones) cannot
dently administered networks (also known as autonomobs overstated.
systems). Packets are routed between different autonomoum this paper we present a scheme aimed at decreasing the
systems (ASes) by the Border Gateway Protocol [1], [2]. BG&bnvergence delay of large-scale failures by reducing the num-
has been used as the primary inter-domain routing protocolber of invalid routes explored during the convergence process.
the Internet over the last ten years or so and the excelléié do this by collecting statistics about withdrawn/replaced
scalability of BGP has been a major facilitating factor for theoutes and by using this information to estimate whether a
explosive growth of the Internet. However BGP does haveute is valid or not. A route that is suspected to be invalid is
its share of shortcomings and the most important one is tteoided” during the convergence process and this suppresses
long convergence delay (or recovery time) after failures iine propagation of invalid routes. Our scheme is designed to
the network. The failure of network elements can cause BGiéh independently at each BGP router/AS. Hence a high degree
to suffer from extended periods of instability during whiclof coordination between various ASes is not required during
numerous BGP routers modify their routing tables. deployment and performance gains can be achieved even if the

The long convergence delay is characteristic of the routirsgheme is not implemented at some of the ASes. Our scheme is
algorithm (ath-vectoy that is used by BGP. A node, thatalso compatible with standard BGP implementations because
implements a path vector scheme, sends the best route ier do not add any new messages. Our experiments show that
each destination to each of its neighbors. A node also stowes can reduce the convergence delay substantially for large-
all the routes that are sent by its neighbors and selects Huale failures without causing any significant deterioration for
best route for each destination according to some policy. dther scenarios.
the node receives a message saying that the best route for la this section we have talked about BGP and the need
destination has failed, then it switches to the next best route for reducing the convergence delay incurred by BGP after
the destination and the advertises this route to the neighbasfailure. In the next section, we talk about schemes that
The backup route is chosen based on the assumption ttmgtto identify the cause of BGP route updates and whether
it is still valid. However BGP doesn’t maintain up to datedhese schemes can be used to detect invalid routes during the
information about the validity of the routes and in case thmnvergence process. We present and discuss our speculative
backup route is later found out to be invalid, the process hmsalidation scheme in Section Ill. In Section IV we describe
to be repeated all over again. This can result in a considerable experimental setup followed by the results and analysis
delay before the cycle of withdrawals/advertisements ends a@ndSection V. We wrap up with the conclusion in Section VI,
all BGP nodes have a valid and stable path to each destinatiand the references.



Il. RELATED WORK to greater complexity as well as result in delays while

There have been a few proposals that attempt to identify inputs are collected from various sources. Furthermore
topological changes using BGP updates. Chang et al. [11] SOme messages are liable to be lost during periods
collected BGP updates from multiple vantage points and used ©f instability, which will cause additional delays. The
a two level clustering scheme to group the updates into events. Performance of a distributed scheme in a particular area
The first clustering scheme groups updates that were received Would be heavily dependent on the number of ASes that
at the same observation point, refer to the same prefix and are implement it, and hence deployment would have to be
closely spaced in time. The authors then identify¢hadidate coordinated between multiple ASes/organizations. Com-
peeringglinks) that might be responsible for the string of munication between routers/ASes might also affect the
updates in theprefix-basedcluster. The second clustering ~ compatibility with routers/ASes running standard BGP.
scheme takes the prefix-based clusters from multiple vantage The scheme should have a low processing overhead.
points and groups those that are closely spaced in time, are Routers are becoming more and more powerful; however
of the sameypeand have some common candidate peerings. it is advisable to keep the overhead low so that the timely
The authors used the prefix-based clusters and the second level Processing of BGP updates in not affected.
peering basedlusters to study various characteristics of BGP * The convergence delay for situations other than large-
events, such as the duration of the instability, the number of Scale failures should not be increased.
prefixes affected, etc. Our scheme leverages the fact that large-scale failures generate

Caesar et al. [12] presented a scheme to identify tAelarge number of updates that can be used to identify
cause of “major” BGP events. Whenever a BGP route forthe failed/affected ASes. Our scheme is also based on the
prefix is changed, suspect elements (ASes or links) and ggsumption that failed/affected ASes will be present in a large
corresponding event at that element are identified. All elemerit¢mber of the generated updates. Later on in the section, we
that could be responsible for the route change are includécuss the possible consequences of the second assumption.
An AS or link is considered to be of either major or minor We maintain afailCount for each AS at each BGP router.
significance and marked accordingly; based on the numberTdfis value is incremented when a route containing that AS
prefixes for which the route might have changed because ofigrwvithdrawn or replaced. It is decremented when we receive
event at this element. After all the elements have been markad)ew route containing that AS. When an AS suffers total or
a set of rules are used to estimate the location. This procedbggtial failure, a large number of routes containing that AS are
is carried out independently for each type of event. Finally fékely to be withdrawn. Hence, we consider tfalCount to
each eventype the intersection of the results from varioude a measure of the likelihood that an AS has failed. We then
views can be taken to narrow down the set of responsitfiglect the ASes that have the largiestCountand consider all
network elements. routes that contain those ASes to be “invalid”. However the

Feldmann et al. [13] and Lad et al. [14] also propose@verhead of going through all the stored routes and checking
schemes similar to the ones above. The objective of all thdbem to see if they are invalid, will be too high. Therefore, we
schemes is to identify the cause of the BGP updates. Once iffgfall routes filters that will mark new route advertisements
cause has been identified, we can just avoid the invalid rousinvalid if they contain any of the “suspect” ASes. Another
and thus the BGP convergence delays can be reduced greagroach would have been to check each route every time we
However, none of these schemes are suitable for real tifmave to select the best route for a destination, but this would
application because of the high processing overhead associ&@din lead to higher overhead.
with them. As BGP updates keep coming in, the algorithms We only want to consider the recent history for selecting
would have to be run repeatedly and that is not feasible in rdBe “suspect” ASes. Therefore we divide the time into slots
time. Furthermore, all the schemes except the one proposed®pgl use a configurable parameteistory, to determine how
Caesar et al. require data to be collated from multiple view&any slots of data we want to consider. BGP updates are sent
and that complicates things further. Our scheme employsPgriodically, and the period is determined by the MRAI [1].
approach similar to the ones above, but it has a much low&fe select the length of the time slot to be equal to the MRAI
overhead and operates independently at each BGP router.(after adjusting for jitter [1]), so that we receive one cycle of
update messages in each slot. A larger slot length will only

1. SPECULATIVE INVALIDATION SCHEME increase the response time for our scheme. A smaller value will

As we mentioned earlier, the primary cause of long convegecrease the response time but there could be a lot of variation
gence delay is the absence of information in BGP about thgthe number of messages received in two contiguous slots
validity of routes. Our goal is to expedite the BGP convergenegd that might lead to instability.
process for large-scale failures by identifying invalid routes The failCouns for all the ASes are stored in a two dimen-
and reducing their effect on the convergence process. \8lenal arrayfailCounts[numASes][history]At the beginning
identified the following constraints that must be satisfied yf each time slot, we add up th&ilCount for the last
any candidate scheme: history slots for each AS, and consider the ASes with the

« All the analysis has to be done independently at largest cumulativdailCountto be “suspect” for the duration

BGP router. Communication between routers will leadf the time slot. We use thavgFailedPathLengtiparameter



to determine the number of ASes that will be “invalidated’expected to be low.

avgFailedPathLengtls the average path length of the routes Our scheme manages to keep both the storage and process-
replaced/withdrawn during the lakistory time slots and is ing overhead low. The overhead of incrementing/decrementing
measured by our scheme. We use this parameter to compghtecountsand of running the new routes through the filters
another valuefailThreshold Starting from the front (highest can be expected to be much lower than the overall processing
failCountSumpwe identify the smallest set of ASes for whichoverhead for a BGP update. The overhead of sortingthmts

the sum offailCountSumss greater than théailThreshold and installing the filters will also have little effect because
and consider all the ASes in this set to be “suspect”. Thiese activities are only carried out once every time slot. The

pseudocode for our scheme is listed in Algorithm 1. storage overhead will only be about 100 KB, wittiatory of
. _ two, as thefailCountfor each timeslot can be safely stored in
Algorithm 1 Invalidation Scheme two bytes per AS. The storage requirements can be lowered if

1: if  (Number of destinations for which the routes hawe only store thdailCount for the ASes that have appeared
changed in the lashistory slots) < largeFailureThresh in the withdrawn routes. However in that case the time to

then access thdailCount will be increased as we would have to
2. Stop use dynamic storage.
3: end if Our scheme does have a few issues that we need to work
4: sumFailCounts— 0 around. A new route is marked invalid if it contains a “suspect”
5: for i =1 to numASes do AS. We need a way to remove the “invalid” flag if the AS
6: failCountSums[i]«— Z?ff”y failCountsli][j] in question is no longer considered to be “suspect”. For this
7: end for purpose, we need to maintain a list of routes that have been
8: sumFailCounts— Z;‘j{”AS“ failCountSumsli] invalidated because of a particular AS. If this AS is not
9: SortfailCountSumsn descending order “suspect” anymore, then we can retrieve the corresponding
10: failThreshold— sumFailCountéavgFailedPathLength  list and validate the routes. We believe that the overhead for
11: currentSum«— 0 this process can be restricted to a manageable level, as we
12: for ¢ = 0 to numASes do only need to do this once every time slot. Another issue is
13:  if currentSumk failThreshold then the possibility that all the routes for a destination are marked
14: Add a filter to deny routes containing the AS ainvalid. In such a scenario, we store the destination in a list

positioni and check for the existence of a valid route at the beginning

15: currentSum— currentSum failCountSumsii] of the next time slot.
16:  end if As the scheme runs independently at each router, the set of
17: end for “suspect” ASes at two BGP routers in the same AS might be

different, which in turn might cause them to select different

If we assume conservatively that each replaced/withdrawoutes for the same destination. In order to solve this problem,
route contains one failed/unstable AS; then after the replasee consider the routes received from iBGP peers to be always
ment/withdrawal of a route we increment thi&lCount of valid. This means that all the routers in an AS will have the
one impaired AS, and tHailCountsof (avgFailedPathLength same set of candidate route for each destination, and hence
1) stable ASes on average. If the sum of fadCountsfor will select the same “best” route as long as they use the same
all ASes at an observation point ¥ then the sum of the scheme to calculate the degree of preference of a route.
failCountsof the failed/unstable ASes can be expected to be
close toX/avgFailedPathLengthThis idea is used by the our
scheme to identify the “suspect” ASes. We used a number of synthesized topologies for our studies.

It might be difficult to identify the failed/unstable ASesA modified version of BRITE [17] was used for topology gen-
correctly if the amount of data available for analysis is smakkration and BGP simulations were carried out using SSFNet
Hence we execute the invalidation scheme only if the numba].
of destinations for which the route has changed is greater than .
largeFailureThresh We will be looking at the effect of this A+ Topology Generation
parameter in the results section. BRITE can generate topologies with a configurable number

The success of our invalidation scheme is dependent on tféASes and with multiple routers in each AS. BRITE supports
assumption that the failed ASes are present in the withdraw@mumber of AS topology generation schemes such as Wax-
replaced routes. There can be scenarios where this assumptiam [19], Albert-Barabasi [20], and GLP [21]. The Albert-
does not hold true [15]. However, these scenarios are knoBarabasi and GLP models try to generate a power-law degree
to be rare [16], and its very unlikely that a large numbatistribution, however the results are generally not satisfactory
of updates will be generated due to these events. Similaifythe number of nodes (ASes) is less than a thousand. We
addition of new links or peerings, and policy changes lead toodified BRITE to allow more flexible degree distributions
BGP updates that will increment tleeuntfor some ASes, but so that we do not have the aforementioned problem and it is
again the volume of updates generated by these events capassible to assess the impact of degree on recovery time in

IV. EVALUATION METHODOLOGY
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Fig. 1. Convergence delay with invalidation scheme Fig. 2. Effect of history on convergence delay

more controlled settings (e.g., uniform degree, mixture of highle did simulate processing delays for BGP updates, but the
and low degree, etc.). We also modified the code to generdedays were were much lower than the eBGP MRAI and hence
variable number of routers for the ASes. can be expected to have little effect on the recovery time.

We used 200 node topologies for our experiments. ThisWe failed a set of routers for our simulations and measured
was dictated partly by the fact that the Java Virtual Machirgarameters such as the recovery time, the connectivity and
could allocate a maximum of 1.5 GB of memory on the 3the average path length after convergence is complete, and
bit machines that we used and hence we could simulatetfa¢ loss in connectivity during the convergence process. As
most ~250 nodes. For our experiments, we predominantitated earlier, we assumed a contiguous failure area for large-
used topologies with a “realistic” degree distribution, derivescale failures. We further assumed that all routers and links in
from the actual degree distribution for inter-AS links [22]the failed area become inoperative. The scenarios where only
The average measured inter-AS degree from the Internet ABe links (but not the routers) fail are unlikely for large-scale
level topology is about 8.0 [22]. However, the Internet hagilures and are not considered here.
over 22000 ASes and the maximum inter-AS degree is in the
thousands. For our 200 AS network we decided to restrict the V. RESULTS

maximum degree to 50 and used the degree distribution in than this section we present and analyze the results of our ex-
range 1-50. This gave us a degree distribution which decgysriments. We used 200 node/AS (1 router per AS) topologies
as a power law with an exponent of about -1.85. The averagfh “realistic degree” distributions (average degree 4) and
degree was very close to 4. a history of one time slot for our experiments, unless stated

Although large-scale failures could be scattered throughastherwise. We found that we were able to get good results with
the network, many failure scenarios (e.g., those caused &y scheme implemented at “high” degree nodes only. Thus,
natural and man-made disasters) are expected to be geogra@hecan achieve improved convergence delays by installing this
ically concentrated. We randomly placed all the routers aftheme at just a small subset of nodes/ASes. By default, the
a 1000x1000 grid and then considered failures in contiguokssults that we present here were obtained with the scheme
areas of the grid (usually the center of the grid to avoid edg@plemented at the nodes/ASes with a degree of greater than
effects). For all links, we used a one way delay of 25 mg We study the effect of the partial deployment of our scheme
(transmission, propagation and reception delays). later on in this section.
, . We first compare the convergence delay for standard BGP
B. BGP Simulation and our invalidation scheme in Fig. 1. We dargeFail-

We used the SSFNet simulator for our experiments becaugeThresho 1 for these experiments. We plot the magnitude of
it has been used extensively in the research community fbe failure (in terms of the fraction of routers failed) on the x-
large-scale BGP simulations and BRITE can export topologiaxis and the convergence delay (in seconds) on the y-axis. We
in the format supported by SSFNet. In the simulations, tlwn see that there is a huge improvement in the convergence
path length(i.e., number of hops along the route) was thdelay for each failure magnitude when we use the invalidation
only criterion used for selecting the routes and there weseheme.
no policy based restrictions on route advertisements. All theWe have plotted the improvement in the convergence delay
timers were jittered as specified in RFC 4271 [1] resulting iover the base case (in %) for different values lafge-
a reduction of up to 25%. In our experiments the MRAI timeFailureThreshin Fig. 2. We see that the performance is
was applied on a per-peer basis rather than a per-destinaiioproved adargeFailureThreshis decreased. A lowdarge-
basis, as is commonly done in the Internet. The MRAI timdfailureThreshmeans that our algorithm will be executed more
was set to 30 seconds for eBGP peers and 0 for iBGP peaften and more ASes will be marked as “suspect”, which in
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Fig. 4. Number of correctly identified invalid routes
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Fig. 6. Effect of highDegreeThresholdn “Lost Connectivity”

turn causes a higher fraction of invalid routes to be removegig. 4, in which we plot the fraction of invalid routes that we
This leads to a quicker convergence process. For large faibrrectly identify (efficiency). As we can see, the “efficiency”
ures, routes are changed for a large number of destinatiofus, “threshold=1" is pretty much constant for different failure
and hence the difference in the number of invocations eizes. If we increase the threshold, the amount of data analyzed
our scheme (for different values dérgeFailureThresh is per invocation (of our scheme) is increased; however the
decreased. Thus the convergence delays start to convergéotsd amount of data analyzed across the network goes down
the size of the failures is increased. because our scheme is executed less often. Thus for smaller

There is no guarantee that our scheme will identify t fgulures, the effectivity of our scheme is decreased leading to

failed/unstable ASes correctly. In case that we mark a statjf&’c" efficiency” and higher “error rate”. From these results

AS as “suspect’, we will deny any routes that contain th L is cle_ar that we get the_ best performance when we set
AS (for that time slot). In order to study the correctnes rgeFailureThreshand that is what we used for the rest of

of the decisions made by our scheme, we kept track results in this section.

three different quantities during the convergence process: théVe take a look at the effect of partial deployment on the
number of routes that we deny, the number of routes whiglerformance of our scheme in Fig. 5. We implement our
are actually valid but are denied by our scheme, and the toseheme only at those nodes whose degree exceeds a certain
number of invalid routes. We plot the fraction of false positivealue highDegreeThreshojdand compare the improvement
identifications (error rate) made by our scheme in Fig. 8 the convergence delay to the case where we implement our
For the lowest possible value tdrgeFailureThresh(=1), we scheme at all the nodes. We see that the convergence delay
see that the error rate declines slowly. This happens becadsesn'’t increase significantly whemghDegreeThresholds

the amount of data available for analysis increases with thmereased from 0 to 4. However there is a noticeable difference
size of the failure and thus the validity of the deductions ishen highDegreeThresholds increased to 6 or 8. With our
improved. As we increase thiargeFailureThresh we were current degree distribution, the fraction of nodes with degree
surprised to see that the error rate went up for the smallgneater than 4 is roughly 20%. Thus we are able to improve
sized failures. The reason for this behavior is clear frothe convergence delay by up to 75% with our scheme running
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Fig. 7. Convergence delay for recovery scenario Fig. 8. Effect of history on convergence delay

at just 1 out of 5 nodes. We are also able to decrease #wual to 0, there is a significant increase from the standard
delay by half with the scheme running at only 1 in every 16ase.
nodes lighDegreeThreshokB). This is significant because Thus we see that the convergence delay can be improved
we can get sizeable benefits without implementing our schessignificantly without increasing the “lost connectivity” if we
at smaller ASes that typically have limited connectivity. run our invalidation scheme at the high degree nodes. It is
We have seen that the convergence delay increasessiasple to see the reason why running our scheme at low degree
highDegreeThresholis increased. This happens because t®des does not improve the performance. Let us consider
fraction of the invalid routes that we are able to identifian extreme case in which a nodeis connected only to
(efficiency) decreases (in general) when we run it at fewene other nodeB, which has a large number of neighbors.
nodes. For example, efficiency is equal to about 45% whé&nwould receive a large number of updates during a large
highDegreeThreshold equal to 4, but the efficiency drops tofailure, only a subset of which will be forwarded Ao Running
the 30 to 35% range whenighDegreeThresholés increased the invalidation scheme & does not provide any additional
to 8. However, increasing tHdaghDegreeThresholdoes have benefit, sinceB can do a better job. Furthermorg, might
a benefit, namely, decreasing the “error rate” (introducesbnsiderB to have failed if there are a large number of route
earlier in this section). For example, increasing thghDe- withdrawals. For the remaining results in this section, we use
greeThresholdrom 0 to 8, dropped the maximum “error rate”a highDegreeThresholdf 4.
from 20 to 10%. Thus, a lowdrighDegreeThresholohcreases  We also evaluated the performance of our scheme on some
the probability that we mistakenly consider some routes ather topologies. Numerous studies have found that the degree
invalid. In order to study that effect, we measure anothélistribution in the Internet decays as a power law. In fact
parameter that we call “lost connectivity”. the “realistic” degree distribution that we used had a decay
After a failure, connectivity to some destinations is trulyate of about -1.85. We generated topologies with decay
lost. However other destinations might not be accessible fiates of -1.5 and -1.6 (both with average degree 4) and
some time even though there might exist a valid path fromeasured the difference in the convergence delay and “lost
the source. For example, standard BGP might prefer short@nnectivity” for standard BGP and our invalidation scheme.
invalid routes over longer but valid routes. Similarly in oulVe again found that our scheme provided big improvements
scheme, a router might not have a path to an AS becauseilconvergence delay without any significant increase in the
the candidate routes are mistakenly considered to be invallldst connectivity”. We would like to verify the effectiveness
We say that a router “lost” connectivity to a “connected” A®f our scheme for a larger number of topologies, and that work
for x seconds if the router did not have a valid route to that AS ongoing.
for a total ofx seconds during the convergence process. Let usWe have seen that our scheme works well for large scale
assume that a router did not have a valid route to AS 1 forfailure scenarios. However this improvement in convergence
seconds and it did not have a valid route to AS 2 for 3 secondtlay should not come at the cost of worse performance in
If the router had a valid route to all other connected ASes @covery scenarios. We therefore carried out experiments in
all times during the convergence process, then the total “lashich we recovered the failed routers after some delay. After
connectivity” for that router is 5 seconds. We measure the “lodte recovery all the routes are actually valid, however our
connectivity” for all routers in the network and compute thecheme might still consider some routes to be invalid, because
average. We show the difference in the “lost connectivity”, af the length of the time slot or because a large number
compared to standard BGP in Fig. 6. We observe that witho& updates are still flying around. We show the ratio of the
highDegreeThresholaf 4 or higher the “lost connectivity” convergence delays for our scheme and standard BGP, for
is improved marginally. However, fohighDegreeThreshold different recovery scenarios in Fig. 7. Markopolou [23] et al.



90 70
a5 ——Current Scheme L - M- Threshold=1
- - failThreshold down 25% 60 T —<—Threshold=3 -
80 - -#- failThreshold up 25% ‘|- - -#- Threshold=5
75 NS =%
= 70 +m— BRI -
£ wT—Te < 40
sy < 5
5 60 R < s ¥ -
E 55 * £ 20 s
50 . -
5 10 v
] s
40 T T T T 0 T T T T
0 5 10 15 20 25 0 5 10 15 20 25
Failure (%) Failure (%)
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measured the “time to repair” for router failures and foundorrelated to the AS size (i.e., number of routers in the
the median value to be about 400 seconds. If we recover th8) [24]. We assumed a perfect correlation and made the
failed nodes/ASes after 400 seconds, the convergence dajapgraphical area (the region over which the routers of an
for our scheme is effectively equal to that for standard BGRS are placed) of an AS proportional to its size (humber
We ran simulations with a lower recovery times (15 and 108f routers). The routers of an AS are distributed randomly
seconds ) to check if the performance changes drastically. leeer the geographical area assigned to it. Internet studies also
a recovery time of 100 seconds, we see that the difference istew that larger ASes are better connected [25]. Therefore,
few percent at most. For a recovery time of 15 seconds (highiye generated a set of inter-AS degrees using the “realistic”
unlikely for large-scale failures), the convergence delays alegree distribution and assigned the highest degrees to the
moderately greater~(10% at the higher end) than the baséargest ASes. The ASes are linked together using a pseudo-
case. However even in that scenario, the deterioration in theeferential connectivity scheme in which one of the ends of
convergence delay is significantly less than the improvement edge is selected randomly but the other end is selected
that we observed in Fig. 2. according to the degree of the node. Once an inter-AS edge
All the results that we have looked at till now, used &as been created, we randomly select a router from one of the
history of 1 time slot. It makes the most sense to have ASes and preferentially connected it to a nearby router in the
history of 1 time slot, because that way will be basing owither AS. We used the default Waxman scheme for creating
decisions on the most recent data that we have. A londbe intra-AS edges.
history does provide us more data, but that data could be staleln Fig. 10 we plot the improvement in the convergence delay
We look at the effect ohistory on the convergence delay infor the multirouter-AS topology. The trends are similar to what
Fig. 8 (argeFailureThresk1). We see that the effect is notwe observed in Fig. 2, with the lowesirgeFailureThresh
very strong, but the performance does go dowrhigsory is  providing the best results. We also see that the improvement
increased. We also found that the “error rates”, that we talkéd the delay is somewhat less than what we observed in
about previously, went up with thieistory. We also explored Fig. 2. This can be attributed in part to the possibility of
the effect of changing the wagilThreshold(Algorithm 1) is partial AS failures. A failure could affect the capability of an
calculated. We scaled the value of tfalThresholdup and AS to provide conduit to one destination but not to another.
down by 25% and measured the performance. In both th@wever, our scheme is not sophisticated enough to make
cases, there was not much change in the “lost connectivitguch distinctions. Despite this issue, we are able to reduce
The effect on the convergence delay is shown in Fig. the convergence delays by more than 50%.
As we can see, the convergence delay increases moderatelfe have seen in this section that our invalidation scheme
when we decreased tHailThreshold When we increase the can greatly improve the convergence delay for large-scale
failThreshold the convergence delay goes down a few percefatlures without either degrading the performance for recovery
but there was a big jump in the “error rate” as well. Hence w&cenarios or increasing the “lost connectivity” during the
believe that our current method of calculating théThreshold convergence process. Furthermore, we have also observed that,
is a good compromise. for both thelargeFailureThreshand thehistory parameters,
Finally we evaluated the performance of our invalidatiofhe lowest values provided the best results, thus effectively
scheme for topologies with multiple routers per AS. We briefi§liminating the need for the parameters.
describe the procedure for generating such topologies here.
We selected the number (1-100) of routers in an AS from a
heavy tailed distribution. Studies of the real Internet topology In this paper we proposed and evaluated a speculative inval-
have found that the geographical extent of an AS is stronghjation strategy, designed to reduce the convergence delay for
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